MEJATOT'AM OF THO®OPMAIIMOHHOM BE3OIMACHOCTH

Korna peus 3axoaut 06 nHpOpMaoHHOM 6€30MaCHOCTH, OOBIYHO MBI HAUMHAEM
yMaTh O KOMITbIOTEPAX, CETAX, UHTEpHETE U Xakepax. Ho juist o6pa3zoBaTenbHOM cpebl
npo0iemMa CTOUT HIMPE: B OTPAKIECHUHN ydallerocs oT HHPOpMaIMK, KOTOPask MOKET
HEraTUBHO MOBJIMATH HA €ro (OPMUPOBAHUE U PA3BUTHE, TO €CTh O MPOIAaraHje pa3IuuHON
HaIlPaBJICHHOCTH.

IonsiTne nHGOPMALUOHHOI 0€30MACHOCTH

[Tox unpopManinoHHOM 0€30MaCHOCTHIO TOHUMAETCS 3aIIUIIIEHHOCTh
MH(OPMAIMOHHOW CUCTEMBI OT CIIYyYalHOTO WM MpeJHAMEPEHHOTO0 BMEIIATeNIbCTBA,
HAHOCAIIETO YIIepO BiaaenbllaM WU MOJIh30BaTeNIIM HHPOPMAIIUH.

Ha npakTuke Ba)XHEHIIMMHU SBIISIOTCS TPH acliekTa HH(OPMALMOHHON 0€30M1aCHOCTH:

e JIOCTYIHOCTb (BO3MOXHOCTb 32 pa3yMHO€ BpeMs MOIYYUTh TpeOyeMYIO
UH(OPMAIMOHHYIO YCIYTY);

e LIEJIOCTHOCTH (aKTYaJIbHOCTh M HEMIPOTUBOPEUMNBOCTh HH(OPMALUH, €€
3aIMIIEHHOCTh OT Pa3pyLIEHUs U HECAHKIIMOHUPOBAHHOTO U3MEHEHHS);

e KOH(MUIEHIMAIBHOCTH (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MPOYTEHUS).

Hapymienust 1ocTynHOCTH, LIETOCTHOCTH U KOH(QUACHIIMATBHOCTH HH(POPMAIIUU MOTYT
OBITh BBI3BaHbI PA3TUYHBIMU OMTACHBIMH BO3JCHCTBUSAMU Ha HH()OPMAITMOHHBIE
KOMIIBYOTEPHBIE CUCTEMBI.

OcHoBHBIE YTPO3bl HH(POPMAIUOHHOM 0€30MACHOCTH

CoBpemeHHas nH(OpMalMOHHAsI CUCTEMA MPEJCTABIISAET COOO0M CI0KHYIO CUCTEMY,
COCTOSAILYIO U3 OOJIBILIOTO YKCIIa KOMIIOHEHTOB PA3JIMYHON CTENEHN aBTOHOMHOCTH,
KOTOPBIE CBSA3aHBI MEXKAY CO00 1 OOMEHUBAIOTCS JaHHBIMU. [IpakTHYECKH KaXKbIit
KOMIIOHEHT MOKET MOJIBEPTHYTHCS BHEIIHEMY BO3JICMCTBHIO MU BBIMTU U3 CTPOS.
KoMITOHEHTHI aBTOMATU3UPOBAHHOW MH(DPOPMAITMOHHONW CUCTEMBI MOKHO Pa30UTh Ha
CIEAYIOLIUE TPYIIIIHL:

Annapammusie cpedcmea. IT0 KOMIBIOTEPHI U UX COCTABHBIC YACTHU (ITPOIIECCOPHI,
MOHHUTOPBI, TEPMUHAIBI, IEPUPEPHUITHBIE YCTPONCTBA — MPUHTEPHI, KOHTPOJIEPHI, Kabemu,
JUHUU CBSI3H | T.]1.);

Ilpozpammmnoe obecneuenue. 10 NpUOOPETCHHBIC TPOTPAMMBI, UCXOJIHBIE,
00BEKTHBIE, 3arPy304HbIE MOJYJIN; ONEPALIMOHHBIE CUCTEMBI U CUCTEMHbBIE IIPOTPaMMBbI
(KOMOUJISITOPBI, KOMIIOHOBIITUKHY U JP.), YTUIUTHI, TUATHOCTUYECKUE MTPOTPaAMMBI H T.11.;

/Jlannble, XpaHUMbIE BPEMEHHO U IMOCTOSTHHO, HA JUCKaX, (IdIIKaX, IeYaTHbIC, apXUBBHI,
CHUCTEMHBIE )KXyPHaJbl U T.1.;

Ilepconan. Ilonb30BaTeny, CACTEMHBIE IMUHUCTPATOPBL, IPOIPAMMUCTHI U P.

OnacHble BO3ACMCTBUS HA KOMITBIOTEPHYIO HHPOPMALIMOHHYIO CUCTEMY MOYKHO
MOAPA3AEIUTH Ha CIyYaiiHbIE U MPEITHAMEPEHHBIE. AHAIN3 ONbITa IPOECKTUPOBAHUS,
U3TOTOBJICHUS U SKCIUTyaTallui MHGOPMALIMOHHBIX CUCTEM MOKA3bIBAET, YTO HH(POPMALIHS
MOABEPIacTCs Pa3IMYHbIM CIy4YaiHbIM BO3JECHCTBUSAM HA BCEX dTAaNax LIUKJIIA KU3HU
cucteMsl. [IpuunHamMu ciry4ailHbIX BO3JIEUCTBUM MPU IKCILTYyaTallMd MOTYT OBITh:

e aBapuiHbBIC CUTYaAllUU U3-3a CTUXUMHBIX OCJCTBUM U OTKJIFOUEHUN
ANEKTPONUTAHUS;

e OTKa3bl U COOU anmapaTyphl;

o OIIMOKU B IPOrPaMMHOM OO€CTIeUeHNH;

o OIIMOKHU B paboTe MepCcoHana;

e IIOMEXH B JIMHHUIX CBA3U U3-3a BO3JACHUCTBUN BHEIIHEN CPEIbI.



[IpennamepeHHbIE BO3AEHCTBUS — 3TO LIEJICHAIIPABICHHBIE IEUCTBUS HApyIIUTENS. B
KaueCTBE HAPYIINUTENS MOTYT BBICTYIIATh CIYyKallui, NOCETUTENb, KOHKYPEHT, HA€MHHUK.
JleicTBYs HapyIIUTEINSE MOTYT ObITh 0OYCIIOBJIEHBI Pa3HBIMU MOTHBAMM:

e HEJOBOJILCTBOM CIIY’>KAILIETO CBOEU Kapbepoi;

e B3SATKOM;

e JIOOOIBITCTBOM;

e KOHKYpPEHTHOU 00phOOIi;

e CTPEMJICHUEM CAMOYTBEPAUTHCS JIFOOON LIEHOM.

MO0>KHO COCTaBUTB TMIIOTETUYECKYIO MOJEIb IIOTEHIIMATIBHOTO HAPYLIUTEIIS:

o KBaIM(UKAIMS HAPYLIUTEINA HA YPOBHE pa3paboTunKa TaHHOW CUCTEMBIL;

o HApYUIUTEIEM MOXET ObITh KaK OCTOPOHHEE JTUII0, TaK U 3aKOHHBIN
M0JIb30BATENb CHCTEMBI;

e HApYIIMUTEIO U3BECTHA MH(OPMALUS O MPUHLUIIAX PA0OOTHI CUCTEMBI;

e HApYIUINUTEb BEIOMpPAET HauboJiee caadboe 3BEHO B 3alIUTE.

Haubouiee pacnpocTpaHeHHBIM U MHOTOOOPAa3HBIM BUAOM KOMIIBIOTEPHBIX HAPYLIEHUIN
SBJIETCS] HECAHKIIMOHUPOBAHHBIN JOCTyll. HeCaHKIIMOHNPOBAHHBINA JOCTYII UCIIOJIB3YET
A100YI0 OIKMOKY B CUCTEME 3aIUThI U BO3MOKEH IPU HEPALMOHAILHOM BBIOOPE CPECTB
3aIUATHI, UX HEKOPPEKTHOM YCTAaHOBKE U HACTPOMKE.

[TpoBenem knaccudukauio KaHaJI0B HECAHKLIMOHUPOBAHHOIO JOCTYTIA, IO KOTOPHIM
MO’KHO OCYILECTBUThH XUIICHUE, U3BMEHEHUE WM YHUUYTOKEHUE UHPOPMAIIIH:

Yepes uenoseka:

e XHUUIEHHE HOCUTENEH NHPOPMALIHH;
e YTeHHUE MH(OPMAIUU C KpaHa WU KJIABUATYPbI;
¢ YTeHHUE MH(OPMAIUU U3 PACIICHATKHU.

Yepes npozpammy:

e IIEpEeXBaT NapoJIEH;
o JemmgpoBKa 3amn(ppoBaHHON UHPOPMALIHH;
o KONMHMPOBaHHE MH(POpPMALUU C HOCUTEIIS.

Yepes annapamypy:

o IMOJKIIIOUEHUE CIECHATbHO Pa3pabOTaHHBIX alapaTHBIX CPE/CTB,
o0ecreunBaoIIyX J0CTy K HH(pOpMaluy;

e IepexBaT NOOOUYHBIX 3JIEKTPOMATHUTHBIX U3JIYUEHHUN OT aImaparypsl,
JIMHUAW CBSI3U, CETEN IIEKTPONUTAHUSA U T. 1.

Oco0o0 crenyeT OCTAaHOBUTHCA Ha YIpo3ax, KOTOPbIM MOTYT HOJBEPraThCs
KOMITbIOTEpHbIE ceTU. OCHOBHAsi 0COOEHHOCTH JIF000H KOMIIBIOTEPHON CETH COCTOUT B TOM,
YTO €€ KOMIIOHEHTHI pacipeiesieHbl B IpocTpaHcTBe. CBA3b MEXKY y3JIaMU CETU
OCYLIECTBISIETCS (PU3NUECKU C TTOMOLIBIO CETEBBIX JINHUM U MTPOTrPAMMHO C TOMOIIbIO
MexaHu3Ma cooOieHui. [Ipu aTom ynpapmstomiye cooOLUEeHUs U JaHHbIE, IEpeChlIaeMble
MEXy y3JaMu CETH, epealoTCs B BUE MakeToB oOMeHa. KoMIbIoTepHbIE CETH
XapaKTEPHbI TEM, YTO IPOTUB HUX MPEANPUHUMAIOT TaK HA3bIBAEMbIEC YJAJICHHbIEC ATAKH.
HapyimuTens MOKET HaXOUTHCA 3a THICAYU KUIIOMETPOB OT aTaKyeMOro 00bEKTa, IPU 3TOM
HaNaIeHUI0 MOXKET MOJIBEPraThCs HE TOJIbKO KOHKPETHBIM KOMITBIOTEP, HO M UH(OpMaLIUs,
NIEPENAIOIIASCS IO CETEBBIM KaHAJIAM CBSI3H.

Oobecnevyenne nHGOPMANMOHHOM 0€30MIACHOCTH

dopmupoBanue pexuMa HHHOPMALTMOHHON O€30MaCHOCTH — IPOoOIeMa KOMILIEKCHAS.
Mepsl 110 €€ pelEeHUI0 MOKHO MOAPA3AEIUTh Ha MATh YPOBHEMU:

1. 3axonooamenvuwiit . IT0 3aKOHBI, HOPMATUBHBIE AKThI, CTAHAAPTHI U T.II.

HopMmaTtuBHo-1ipaBoBas 0a3a onpeaestonas nops1oK 3aluTbl THPOpMaLuu:



2. Mopanvno-smuueckuii. BceBo3M0OXKHbIE HOPMBI IOBEJICHUS, HECOOIOICHHE
KOTOPBIX BEJET K MAICHUIO PECTUKA KOHKPETHOTO YeJIOBEKA WM LEJI0W OpraHu3auu.

3. AOmunucmpamuenwtii. JleiicTBus 001LEro XxapakTepa, NpeAnpuHUMaeMble
PYKOBOJICTBOM OpraHu3anuu. TakuMu JOKyMEHTaMHU MOTYT ObITh:

o TMpPUKa3 PYKOBOJUTENS O HAa3HAUYEHUU OTBETCTBEHHOI'O 32 0OECIICUCHHE
nH(popMaIIMoOHHOM 6€301aCHOCTH;

o JIOJDKHOCTHBIE 005I3aHHOCTH OTBETCTBEHHOTO 32 oOecreueHue
nH(popMaIIMOHHOM 06€301aCHOCTH;

o IEpeyeHb 3aluiIaeMbIX HHHOPMAIMOHHBIX PECYPCOB U 0a3 JaHHBIX;

o MHCTPYKLHIO, OTIPEICIISAIONIYIO MOPSAOK MPEIOCTaBICHNUS HH(OPMALIUN
CTOPOHHHUM OpraHU3alysAM I10 UX 3aIpocaM, a TaKXKe MO0 MMpaBaM JOCTYIa K HEeH
COTPYIHHUKOB OpraHU3aLUU.

4. @u3uueckuii. MexaHMUeCKHE, dJIEKTPO- U AIEKTPOHHO-MEXaHUYECKUE TIPETSITCTBUS
Ha BO3MOXXHBIX ITyTSX TPOHUKHOBEHUS MOTEHIIUAJIBHBIX HAPYIIUTEIICH.

5. Annapamno-npozpammubalii (371€KTPOHHBIE YCTPOICTBA U CHELUATBHBIE TPOTPAMMBI
3aIUThl THHOPMAIIUHN).

[TpuHsITBIE MEPHI 10 CO3/ITaHUIO OE30MaCHON NH(POPMAILIMIOHHOM CUCTEMBI B LIIKOJIE:

o O0ecneueHa 3aMTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3/CHCTBUI (KOMIIBIOTEPHBIE BUPYCHL, JTIOTMUECKUE OOMOBI, aTaKU XaKEPOB U T.
1)

o YCTaHOBIIEH CTPOTHI KOHTPOJIb 32 JIEKTPOHHOM MOYTOM, 0OecreueH
ITOCTOSTHHBIN KOHTPOJIb 33 BXOJAIIEH U UCXOIAIIEN KOPPECITOHAEHINEH.

e YCTaHOBJIEHBI COOTBETCTBYIOIIHE MApOIU Ha nepcoHanbHble 11K,

o Hcnonp3oBaHbl KOHTEHT-(OUIABTPBI, AJIs (PUIBTPALMU CANTOB MO UX
COJIEP)KUMOMY.

EnuHas COBOKYNHOCTh BCEX ATHUX MEp, HAIIPABJICHHBIX HA MPOTUBOACUCTBUE YIpO3am
0€30MacHOCTHU € LENbI0 CBEIEHUS K MUHUMYMY BO3MOKHOCTH yiep0a, 00pazyroT CUCTEMY
3aILUTHI.

CriennanmcThl, IMEIOIIME OTHOIIEHHE K CUCTEME 3aLUThI JOJDKHBI IIOJTHOCTHIO
MPECTABIATH ce0e MPUHITUIIBI €€ (QYHKIIMOHUPOBAHUS U B CITy4yae BOSHUKHOBEHUS
3aTPYJHUTEIIBHBIX CUTYallU aJICKBATHO HA HUX pearupoBath. [0 3ammTon 10KHA
HaXOJMThCS BCS CUCTeMa 00paObOTKH MH(pOpMAITHH.

Jluna, 3annMaronmecs odecredeHrneM HHHOPMAIIMOHHON 0€30MaCHOCTH, JOJKHBI
HECTH JINYHYIO OTBETCTBEHHOCTb.

HanexHast cuctema 3aiuThl TOJKHA OBITh MOJTHOCTHIO IPOTECTUPOBAHA U
corjiacoBaHa. 3amura cTaHoBUTCA Oosiee 3 PeKTUBHOM 1 THOKOM, €CJIM OHA JIOMyCKAaeT
WU3MEHEHHE CBOMX MapaMeTPOB CO CTOPOHBI A IMUHUCTPATOPA.

B 3akirouenue cBoero Jokiazia XoTesaoch Obl 1aTh HEKOTOPbIE PEKOMEHJAIUU T10
opraHu3aluu padoTsl B UH(OOPMAIMOHHOM MTPOCTPAHCTBE, YTOOBI yOepeub ce0si M CBOMX
OJIM3KUX OT UHTEPHET-NPECTYTHUKOB.

PexoMeHaauM 10 OpraHu3anuu padoTbl B MHGOPMAIIMOHHOM IPOCTPAHCTBE

1. ITepen Havamom paboThl HEOOXOAUMO YETKO CHOPMYITHPOBATH 1IETH U BOTIPOC
novicka nHpopmarum.

2. XKenarenbHO BbIpabOTAaTh ONTUMAIBHBINA ANTOPUTM MOMCKA HH(OPMALIUU B CETH
WHTEpHET, 4TO 3HAYUTEIILHO COKPATUT BPEMSI M CHJIbI, 3aTPaY€HHBIE HA ITOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIN TUMUT (2-3 "aca) paboThl B HHHOPMAITMOHHOM
IpPOCTpaHCTBE (IPOCMOTp TeJenepenayuu, urenne, MHTepHer).



4. Bo Bpems paboThl HEOOXOIUMO JIeaTh MepephiB HA 5-10 MUHYT JJIs1 CHATHS
(bu3MYECKOTo HAMPSHKEHUSI U 3pUTENILHOM Harpy3KH.

5. HeoOxoaumo 3Hath 3-4 ynpakKHEHUs U1 CHATUS 3pUTENIbHOTO HANPSIKEHUS U
(u3UYECKOM yCTAIOCTH.

6. PaboTaTh B XOpOII0 IPOBETPEHHOM IMOMEIIEHUH, IPYU ONTUMAJIbHOM OCBEIIEHNH U B
y100HOH T03€.

7. He cTOUT JIErKOMBICIIEHHO 00pAaIlaThCsl CO CaM-MIMCbMaMHU U 3aX0UTh Ha
Hebe30macHble BeO-cailThl. J{J1s1 MHTEpHET-IIPECTYTHUKOB Bbl CTAHOBUTECH JIETKON AOOBIYEH.

8. IIpu perucTpanuy B CONMAIBHBIX CETSAX, HE YKA3bIBAUTE CBOM IIEPCOHAIBHBIC
JAHHBIE, HAIIPUMEP: aIPEC WM JIE€Hb POKJICHHUS.

9. He ncnosib3yiTe B JJOTHHE WJIU MAPOJIE IEPCOHAIBHBIE JAHHBIE.

10. Bce 3T0 MO3BOMISIET HHTEPHET-IIPECTYITHUKAM MTOIYYUTh TaHHBIE TOCTYyNa K
aKKayHTaM 3JIEKTPOHHOM IMOYTHI, a TakKe HHPuuupoBath nomamHue 11K 1ist BkioueHus ux
B 0OT-CETh WJIM JJIs1 MOXUILEHUS OAHKOBCKUX JTAHHBIX POJUTEINEH.

11. Coznaiite coOCTBEeHHBIN MPOPHUIb HA KOMIIBIOTEPE, YTOOBI 00€30MTACUTD
UH(POPMAIIMIO, XPAHSIIYIOCS HA HEM.

12. He 3a0sbiBaiiTe, 4TO (haKThl, 0 KOTOPHIX BbI Y3HaeTe B IHTepHeTe, HY)KHO OUYEHb
XOPOLIO IPOBEPHUTH, €CIH BBIOYJIETE UCIIOJIB30BATh UX B CBOEH JOMAIIHEH padoTe.
IlenecooOpa3HOo cpaBHUTH TPU UCTOUHHUKA UH(DOPMALIMU, TIPEKIE YEM PELUIUTh, KAKUM
VCTOYHHUKAM MOKHO JOBEPSATH.

13. O nocToBepHOCTH UH(POPMALIMH, TOMELIEHHON Ha cailTe MOXKHO CYIUTh 110 CAMOMY
caiiTy, y3HaB 00 aBTOpax caira.

14. Pazmetnast uagopmainio o cede, CBOMX OJIM3KUX M 3HAKOMBIX Ha CTPAHUIIAX
COIIMAJIBHBIX CETEH, CIPOCUTE MPEABAPUTENILHO pa3pelleHHue y TeX, 0 KOM Oy/eT 3Ta
uH(popmarus.

15. He cnenyer pa3memiarh Ha cTpaHULaX BeO-cailToB cBou (hoTorpaduu u
dboTtorpaduu cBoMxX OJU3KUX U 3HAKOMBIX, 32 KOTOPBIE BAM ITOTOM MOKET OBITh CTHIJHO.

16. Cobmromaiite npaBuia 3TUKK IpHU oOeHnu B MiHTepHere: rpyboCcTh NpoBOLUPYET
JIPYTUX Ha TaKOE e MOBEACHHUE.

17. Ucnonb3ys B CBO€H paboTe Marepual, B3AThIi U3 HHOOPMAITMOHHOTO HCTOYHUKA
(kHUTa, IepuoANYeCcKas nevarb, IHTepHeT), cienyer yka3arbh 3TOT HCTOYHUK MH(OpMaLuu
WIN CZeNIaTh Ha HETO CChUIKY, €CIIM MaTepual OblI BaMH 1epepadoTaH.



